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vec public reicases shall be submitted for approval prior to release "~ " Direc: " _ Through (Specity):
M B LT i SR I . R . m—-— B

NN B RS L S A
L] . ' & Ld

Public Release of SCI is not authorized.
‘xe the Di.'v:ctcr'-‘.e_,f'ot Freedom of Infarmation and Security Keview, Office of the Assistant Secretnry of Defense rEublic Allairs) a for review in
) ;.clcordanre with paragruph $o of the Industria! Security Manual, :

 In ihe rase S non-DoD Lver Acencies, ree foctnote, paragraph S0, Industrial Sec.sirs Marueal,
XY applicable haxfes} and sSupply sttachments as re quired).
aprended to clearly and Precisely identify each element of

14, “Recurity Classilication Specifications for this salicitaticn ‘cantract are identified tel
. Any nare ':h'e‘ "c:'a::iwicm;c«n guidels furnished shall be annotated or have {nformgticn r
; . requites a classification. When a clussification guide is utilized, that pertion of the Ruidels) pertaining to the specific contractual
¢ted and furnished the contractor, . When a totel wuide(s) is utilized, each individual porticn of the guide(s) which pertaing to the

shall be clearly identified in Item i4b. The following informaticr mus: be provided fur each item of classified information identified

ir ™

ellofimay be vx
Contrafiaal eff:a
inan extract or guide:
T Category of classification. (I Date or event
7l applicable), e
. The officia! named in Item 12b. is responsible for fur
"V speciftcation. Classifled information may be attached or furnished under separate cover.

for declassification or review f{er declassification,. and (111} The date or event for downgrading

nishing the contractior copies =f a’! guides and changes thereto that are made a'part of this
-

T— 8. A completed narrative is (1) : attached, or {2) :mransmiued under separste cover and made & part of this speclﬁca!io_n.
b, The following classification Euide(s) js made a part of this spec

T ificazian and is (1) T attached, or (2) [ vransmitted under separate
cover. (List guides under Item 15 or in an attachment by title, relerence number and date). - SRR

. ©. Service-type contract/subcontract. (Specify instructions in accordance with [SR ISN. as appropriate.).

in response to the contractor’s fequest dated .

T4, axe only if this is a final specification and ltem 6 is a “NO'* answer,

retention of the identified classified material is authorized for a perizd cf

If **X'd". provide date such review is due:

~T e. Annua: review of this DD Form 254 is reguired.

15. Remarks Hhenever possible, illustrate proper classilication, declassification, and il epplicable, downgrading instmE{ions).

a.This contract requires access to SCI. The Defense Intelligence Agency has exclusive
security responsibility for suth information released to the contractor or developed
under this contract. DIAM 50-5 provides necessary guidance for physical, personnel

and information security measures and is a part of the security specifications for this
contract. DCASR is relieved of responsibility for all SCI material or information

released to the contractor under this contract.

b. All contractor personnel to be granted access to classified information released or
generated unfer this contract must be U.S. citizens granted a final security clearance

by the government prior to being given access. Irmigrant aliens, interim cleared
personnel holding a contractor granted CONFIDENTIAL clearance are not eligible for access
to classified information released or generated under this contract without the express

permission of the Director, DIA.

Unclassified information released or generated under this contract shall be restricted
in its dissemination to contractor and government personnel involved in the contract.
Release in open source literature or exhibition of such information is strictly prohibited

- P . . .
without the permission of the Director, DIA. ( .
: Continued)
1€a. Coniract Security Classification Specifications for Subcontracts issuing from thic ~art=ae! will be approved by the Office named in Item 16¢ below, or
This Coniract Security Classification Specificaticn und aitachments referenced herein are approved by the User

by the prime coniractor. as authorized,
Agency Coniracting Qfficer or his Representative named in ltem l6b below,

REQUIRED DISTRIBUTION: b. Tvpes name and title of approving nfficigl
:x_ Prime Contractor (/tem Ja) . j Depu‘t‘.'.y
Assistant Director for Security Services

-X_- Cogniza=: Security Office (Ttem Ie¢)

SG14

x Adminisiraive Contracting Qifice (ltem lée) €. Signature

Quality Assyrance Representative

" Subcontractor ‘iiem 8a)
d. Aprriving official’s activity address and Zip Code

 Program’Proiect Manager (Jtem 12b) Defense Intelligence Agency
s Aztivity Responsible for Overseas Security Administralion The Pentagon s RSS

Washington, D.C. 20301

Name, address and Zip Code of Adminisirative Cantracting Office

___ Cognizant Security Office (Item 8c)

ADDITIONAL DISTRIBUTION: e.

X~ DIA/RTS-6B DCASMA San Francisco
. X DIA/RSS 1250 Bayhill Drive

Y- NIA/DT-5A San Bruno. CA Q4066
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Orchase Request No. TOO/OQZ{§3T(FY83_Amendment), dated 15 Sep 82

w

 ITEM #15 (Continued):,s

(o

o d, Recipients. of “information under this contract my not release information to
subcontractors without 'the permission of the contracting agency.

: e. Fihéjfciaséificat5on of the information generated under this contract is
the responsibility of DIA(DT-5A), Information generated under this contract is subject

to the guideljnés contained in DoD Regulation 5200.1R, dated 2 November 1978, which
3 which became effectivg 1 December 1978. Technical Reports classified

ed IAW current security regulations. If these documents are
: d the ending date of 'this contract, written Justification must be
forwarded to and authorization given by the contracting officer. :

f. AN copies of final documents generated by the contractor under this
contract will be transmitted to DIA (DT-5A) for dissemination to authorized recipients.
No other distribution is authorized. '

g. Use of the ARFCOS system is required.

=
it
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DEPARTHEAT OF DEFENSE . . THE REQUISENENTS OF THE COD INDUSTRIAL DELUMT t & mcaeemn. l

N : APPLY TO ALL SECURITY ASPECTS OF THIS
co TRACT SECURITY CLASSIF'CATRON SPEC”:.CATION EFFORT. THE FACILITY CLEARANCZE REQUIRED 15

R o NTRA R 2, 5.
THIS SPECITICATIO " co Eurﬁglgg'ﬁ!laoen NUMBERTH DATE TC 8% ven v L HIS SPECIFICATION IS:
15 FOR: fPrItre contracts must be shown COVRLETED See “NOTE" below. It “Im borcia “X‘d"
. for al! subcontracts) . (Estimazed) si8c enter date for ltem @) ..o .+ «- o
a,

a. PRIVE CONTRACT NUMBER a, a. ST DATE
: : SR1%Z:Naw (Complete n :
30 SEP 83 | X |gmimvas (Comprete™ 131 AUG 82
B SUBCONTRACT(se item 5. FIRST TIER SUBCONTRACT NO. b, L, REVISED - :ngSIQN CATE

X FRIME GO TRAC

15 for subconiracting (:';:ppe::ede.
" bevond second ties) : :,e:!flcazlons, "
C.REGUEST FCR B'C ic. ICENTIFICATION NUMBER ¢, DUE SATE S CATE
REQUEST FOX SRCS0SAL FINaL .
OR RES FOR cuoTatian |
6. Is this a follow-on contract? X ves I No. If YES, complete the following: .
a. MDA QNR-R72-C-0024 b, ok : c. Accountakbility for classified material-on preceding contract
PRECEDING CONTRACT N'JMEER ;- CATE COMPLETED -
*Extended by Amendment T00/007/83.
i 1s © T_ Is not, transferred 10 this [ollou-on conlrac(. :
7e. Name, Address & 2ip Ccde of Prime Contractor * . ‘1b. FSC Number €. ‘Name, Address & Zip Code of Cognizant Security Office

SRI International DCASR Los Angeles, ATTN: Directorate
333 Ravenswood Ave of Industrial Security, 11099 La Ciengd
Menlo Park, CA 94025 B]vd.J Los Angeles., CA 90045

Ba Na're, Adr_ress & Zip Code of First Tler Subconlraclor __"‘ _|b. FSC Number c. e, Add ess & Z Cadr of Cognlzam Qecuruv Ol'hce

9a, Name, Address & Zip Ccde of 8eceond Tler Subcontractor, or b, FSC Number ¢. Name, Address & Ziz Code of Cognizant Security Office
Iacility associaled with [FB, RFP OR RFQ * .

*  When actual perférmance is a3t a location other then that specified, identify such other iocalion i llem 5.

10a. Genera! identification :f the Procurement for which this specification upplies b. DoDAAD Number ¢l Procuring Aclivity
identilied in litem 16d.

S&T Intelligence Study/Analysis

19| L. L

€. Are there additional security requirements established in accordance with paragraph 1-114 zr 1-1158, ISR * :X:: Yes i I.\'o. I YES, identify the
pertinent centraciual documents in Item 18,
E d. Are any elements of this contract outside the inspection responsibility of the cognizan: security office® Y‘ Yes : Ne. U YES. explain in

Ttem 15 and icentily speciflic sreas or elements.

11, ATCESS SZQUIREMENTS YES | NC ACZESS RIQUIREVMENTS (Conftinued) YES { NO
a. Access to Classified Information Only at other j: Accrss 3 SENSITIVE COMPARTMENTED INFORMATION. X
contractor ‘Government activities. X

k., Access 12 cther Special Access Program infoermation X
(Specify in item 15).

b, Receipt of classified documents or other material

1z UL S, sssified nfzrmation i
for reference aniy ‘nu generation) X 1. Access V. S. clussified ation outside the U, §, ! X
Parama Canal Zone. Puerte Rice. U. . Possessians
¢. Receipt ant generaticn ¢f classified documents ans Trust Territories,
or cther material. '
X m. De'-nwc Documentation Center or Defense information

: . cos Anaivs:is Center Services may be requested.
d. Fabricatien - \': . Sterave of classified hardware, na ¥ q

e. Graphic afls services only, n. Classifisd ADP process:ing will be invelved. e

REMARNS:

.l Ref docs: DODD 5200.17
DODD 5200.1R

Access t3 PO infsrmatieon.

Access 'S RESTRICTED DATA.

F|m

<2< D P D
o

Access 1o classified COMSIC infermation.

Cryptographic Access Au riration required.

p<

—r
€ o contract security classification specification iz
ten record of Inquiry and response to ACO) (thru pr

12. Refer all questicas pertaini
EMERGENCY, direct with =

the official named below 'NORMALLY, thru ACQ fitem 16e);
me coniractor for subcontraces).

a. The classification guidance contained in this specification and attachments refersnced nerein is c~=plete z2m2 ade guate.

b. Typed name, title and signature of program/project manager or other €. Activity mame, address, Zip Code. telephone number and office symbol

designated official .
— i/n SG1J Defense Intelligence Agency/DT-5A

I
DIA/DT-5 A SG1J Washington., D.C. 203071 :
COTR | . SG1

NOTE: Originel Speciliceticn ‘Jrem Sa' is authority lor contractors to mark classified infcrmation. Revised onz Fina® Specilications (liems Sb and c)
authority for contra 10 remark the regraced classified information, Such ertions by contratiors skal! be taken 1n ac*ordance with the provisfons
of the Industrial Se « Alanue!
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